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DD/PTOS 1889 Attached are the PSD comments
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12,

13.

14,

on the latest edition of the
draft APEX industrial manual.
This was originally dead-
lined for yesterday, but as
you know we got an extension
from PPG until cob today.

In general, the comments are
minor. One auestion I would
suggest is the overall
classification of the manual,
which we feel should be un-
classified. Excent for the
two question-marked para-
graphs, all others are marked|
"unclassified." We see no
reason to classify the manual
at all.
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APEX INDUSTRIAL SECURITY MANUAL DRAFT

28 February 1980

PHYSTICAL SECURITY DIVISION COMMENTS

The following comments are keyed by page and paragraph number
to the 28 February 1980 DRAFT text:

Page 1, Paragraph 5

s
Concern was expressed as to how the government would

assure that the implementing guidance is uniform from one

official or agency to another. It was felt that any such

guidance should be reviewed by the APEX Steering Group

before it is published for implementation.

Page 2, Paragraph 8

This paragraph requires annual inspections of Contractor v//
APEX Control Facilities. Manpower limitations may make this
an unrealistic expectation.

Page 3, Paragraph 12

The annual revalidation of access approvals required by v/{
this paragraph is a good idea, but will require extensive
contractor input, the cost of which will be passed on by -
the contractor to the government.

Page 5, Paragraph 17 E

The two-year reindoctrination interval mentioned here )(
is at variance with current Agency guidelines, which specify, & g
annual rebriefings. We believe that annual rebriefing of oqqycpcﬁ 2
industrial contractors is a valid and desirable concept. g/ﬁumfcﬁ- ;ﬁ”
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Page 6, Paragraph 18 23 S et i1
g 3 grap ﬁ;;sm@l@‘?' Yy {/" U(Laogﬁa v

It would appear from the content of this paragraph
that need-to-know approval rests solely with the responsible
Senior Intelligence Officer. Based on our experience,
Program Managers and Office Directors are in a better position
to know who really needs to know. We would suggest that the
need-to-know authority be delegated to that level.
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The use of the work "generally'" in line nine of this V///
paragraph could lead one to speculate about the exceptions,

If there are exceptions, we again have a situation where it
would be difficult to tell just who would know how much

about any given activity.

Page 12, Paragraph 43

We would suggest use here of wording similar to that
seen on page 14, paragraph 48, which would permit reinspections
to be scheduled at the discretion of the Senior Intelligence
Officer. Such an approach would seem more in line with man-
power and budgetary limitations. fzg a separate issue related .
to this paragraph (paragraph 43) we would propose that the s & !

.5
currently enforced document inventory percentages be the I ‘”7fmw“o¢
ones used ", . . to ensure that accountability and control wd® o qun®
are being maintained."] ’”an E'V”YVUV

N
Page 17, Paragraph 59D {w ”ﬁ¢bf;¢wf/

If interior pages of APEX documents bear no control number,
how are they to be controlled if they should ever become sepa-
rated from the basic document? How, for example, would lost
portions of documents, once found, be traced back to the original?
How would a contractor employee, displaying a document on a \//
cathode ray tube (CRT) in order to make a hard copy of it, know
what number to use to apply a control to the new document? Would
he or she have to page all the way back to the first page to
find the control, copy,and series numbers? What real control
does the APEX Control System have if most of the materials in
it are to bear no control numbers?

Page 19, Paragraph 63

e

We would suggest that the word "should" in line eight be
replaced with the word "will."

Page 21, Paragraph 77
" The question mark at the end of this paragraph caused us »/////

concern. Was it used because there is some question about
the classification of the content of the paragraph? Itwould
appear that the paragraph's content is UNCLASSIFIED.

Page 23, Paragraph 87 ///

The same comment applies as that immediately preceding.
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Page 25, Paragraph 95

An APEX Security Officer (ASO) works for the government.
A contractor APEX Security Officer (CASO) works for the
contractor. In order to be consistent with current pro-
cedures, and to result in cost savings to the government, we
would suggest that both the ASO and the CASO, as appropriate,
be authorized to indoctrinate approved personnel concerning
the APEX Special Access Control System.
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